How to Recognize Email Scams
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Lately there's been a rash of "phishing" around the Internet: email pretending to be from a legitimate company in order to steal your private information. If you fall for a phishing fraud, it can be costly.

For example, we have in hand a recent phish email caught by the Cruzio Spam Filter. Let's be Sherlock Holmes and examine it:

    The heading says

       "Subject: Update your Online Banking Records"

       "From: "Washington Mutual Security Department" <security@wamu.com>"

The address appears legitimate: unfortunately, it is simple to imitate a "from" address. It's a bit unusual to be asked to update information; doesn't the bank already have the information needs?

If you don't have an account at this bank, you'll recognize this email as spam right away and delete it. But suppose that you do    have an account there. You may read on.

The body of the email refers you to pages on the bank's real Web site, which lends an air of legitimacy. Before long, there is an urgent directive: you are required to "renew your account information" to prevent "account closure." The email warns:

"If you choose to ignore our request, you leave us no

choise but to temporaly suspend your account..."

The unprofessional misspellings are a clue, in this case, if

you read carefully. But the accompanying graphics are copied from

the bank's real site, and you probably won't look closely enough to

notice that, although you're instructed to click a link to go to

Washington Mutual's real site (http://www.wamu.com) the link actually takes you to a different Web site -- http://195.166.230.3/wamu/ -- which is *not* a Washington Mutual site at all. (The two different addresses can be seen in the page's source.) By the time of this newsletter's writing, their site is gone and the scammers are probably renting space somewhere else.

If you do follow the fake link when the email is new, you'll find a phony page that looks exactly like a bank or credit card company site. You'll be "required" to fill in a form, starting with a login and password and possibly also asking for your bank account number, Social Security number, or credit card number.

All this is duly recorded by the perpetrators, who now have access to your accounts and records.

Phishing schemes are very convincing and difficult to trace. But you can avoid falling for fakes:

· Use your (Cruzio) Spam Filter, which blocks out the vast

majority of spam, including phishing schemes (and it's

free!)

· Be extremely wary of any email requests for personal or

financial information, especially if they seem urgent.

Call the company involved to double-check if you have

any suspicions.

· Don't follow email links to sites like your bank, or

Ebay or PayPal. Type in the Web address yourself if you

want to check your account.

· If you think you've fallen for a scheme, contact your

bank or credit card company right away.

· Scam emails can be reported. Forward suspect emails to

uce@ftc.gov or report via the Web at http://www.ftc.gov .

